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To prohibit the use of trade secrets privileges to prevent defense access

to evidence in criminal proceedings, provide for the establishment of
Computational Forensic Algorithm Testing Standards and a Computa-
tional Forensic Algorithm Testing Program, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

APRIL 8, 2021

Mr. TAKANO (for himself and Mr. EVANS) introduced the following bill; which

To

[V B N S B V]

was referred to the Committee on the Judiciary, and in addition to the
Committee on Science, Space, and Technology, for a period to be subse-
quently determined by the Speaker, in each case for consideration of such
provisions as fall within the jurisdiction of the committee concerned

A BILL

prohibit the use of trade secrets privileges to prevent
defense access to evidence in eriminal proceedings, pro-
vide for the establishment of Computational Forensic
Algorithm Testing Standards and a Computational Fo-
rensic Algorithm Testing Program, and for other pur-

poses.

Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Act may be cited as the “Justice in Forensic

Algorithms Act of 20217,
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SEC. 2. COMPUTATIONAL FORENSIC ALGORITHM TESTING

STANDARDS.

(a) IN GENERAL.—Not later than 1 year after the

date of enactment of this Act, the Director of the National
Institute of Standards and Technology shall establish a
program to provide for creation and maintenance of stand-
ards for testing computational forensic software, to be
known as the Computational Forensic Algorithm Testing
Standards, consistent with the following:

(1) Testing standards shall include an assess-
ment for the potential for disparate impact, on the
basis of race, ethnicity, socioeconomie status, gender,
and other demographic features.

(2) Testing standards shall address—

(A) the underlying scientific principles and
methods implemented in computational forensic
software; and

(B) requirements for testing the software
including the conditions under which it needs to
be tested, types of testing data to be used, test-
ing environments, testing methodologies, and
system performance statistics required to be re-
ported including—

(1) accuracy, including false positive
and false negative error rates;
(1) precision;
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3
(111) reproducibility;
(iv) robustness;
(v) sensitivity; and
(vi) system failure rates;

(C) requirements for publicly available doc-
umentation by developers of computational fo-
rensic software of the purpose and function of
the software, the development process, including
source and description of data used to develop
the tool, and internal testing methodology and
results, including source and description of test-
ing data;

(D) requirements for laboratories and any
other entities using computational forensic soft-
ware to validate it for use, including to specify
the conditions under which the lab has vali-
dated it for their use, requirements for what in-
formation needs to be included in a public re-
port on the lab or other entity’s validation, and
requirements for internal validation updates
when there are material changes to the soft-
ware; and

(E) requirements for reports provided to

defendants by prosecution produced docu-

*HR 2438 TH
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menting the use and results of computational

forensic software used in individual cases.

(3) Testing standards shall be issued as a rule-
making under section 553 of title 5, United States
Jode.

(4) The Director shall consult with outside ex-
perts in forensic science, bioethics, algorithmic dis-
crimination, data privacy, racial justice, criminal jus-
tice reform, exonerations, and other relevant areas

of expertise identified through public input.

(b) PROTECTION OF TRADE SECRETS.

(1) There shall be no trade secret evidentiary
privilege to withhold relevant evidence in criminal
proceedings in the United States courts.

(2) Nothing in this section may be construed to
alter the standard operation of the Federal Rules of
Criminal Procedure, or the Federal Rules of Ewi-
dence, as such rules would function in the absence
of an evidentiary privilege.

(¢) REQUIREMENTS FOR FEDERAL USE OF FOREN-
SIC ALGORITHMS.—Any Federal law enforcement agency
or crime laboratory providing services to a Federal law
enforcement agency using computational forensie software
may use only software that has been tested under the Na-

tional Institute of Standards and Technology’s Computa-
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tional Forensic Algorithm Testing Program and shall con-
duct an internal validation according to the requirements
outlined in the Computational Forensic Algorithm Testing
Standards and make the results publicly available. The in-
ternal validation shall be updated when there is a material
change in the software that triggers a retesting by the
Computational Forensic Algorithm Testing Program.

(d) TESTING PROGRAM.—The Director of the Na-
tional Institute of Standards and Technology shall estab-
lish a Computational Forensic Algorithm Testing Pro-
oram, whose activities include the following:

(1) Testing individual software programs using
the testing requirements established in the Computa-
tional Forensic Algorithm Testing Standards.

(2) Using realistic sample testing data similar
to what would be used by law enforcement in crimi-
nal investigations in performing such testing, includ-
ing incomplete and contaminated samples.

(3) Using testing data that represents diversity
of racial, ethnic, and gender identities and intersec-
tions of these identities in performing such testing.

(4) Using testing data that tests the limits of
the software and demonstrates the boundaries of re-

liability described in the performance measures de-
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fined in the Computational Forensic Algorithm Test-

ing Standards in performing such testing.

(5) Publishing the results of testing the soft-
ware online including results under conditions speci-
fied in the testing standards and across diversity of
racial, ethnic, and gender identities and intersections
of these identities in a publicly available format.

(e) TESTING FREQUENCY.—Retesting shall be con-
ducted when a material change is made to the software
that impacts its performance and may affect its outputs.
The Director shall establish requirements for determining
whether changes are material or nonmaterial.

(f) USkE or COMPUTATIONAL KORENSIC SOFT-
WARE.—Any results or reports resulting from analysis by
computational forensic software shall be provided to the
defendant, and the defendant shall be accorded access to
both an executable copy of and the source code for the
version of the computational forensic software—as well as
earlier versions of the software, necessary instructions for
use and interpretation of the results, and relevant files and
data—used for analysis in the case and suitable for testing
purposes. Such a report on the results shall include—

(1) the name of the company that developed the
software;

(2) the name of the lab where test was run;
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(3) the version of the software that was used;

(4) the dates of the most recent changes to the
software and record of changes made, including any
bugs found in the software and what was done to
address those bugs;

(5) documentation of procedures followed based
on procedures outlined in internal validation;

(6) documentation of conditions under which
software was used relative to the conditions under
which software was tested; and

(7) any other information specified by the Di-
rector of the National Institute of Standards and
Technology in the Computational Forensic Algo-
rithm Testing Standards.

(2) INADMISSIBILITY OF CERTAIN EVIDENCE.—In

any criminal case, evidence that is the result of analysis

by computational forensic software is admissible only if—

(1) the computational forensic software used
has been submitted to the Computational Forensic
Algorithm Testing Program of the Director of the
National Institute of Standards and Technology and
there have been no material changes to that software
since it was last tested; and

(2) the developers and users of the computa-

tional forensic software agree to waive any and all
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legal claims against the defense or any member of
its team for the purposes of the defense analyzing or
testing the computational forensic software.

(h) DEFINITIONS.—In this Act:

(1) COMPUTATIONAL FORENSIC SOFTWARE.—
The term ‘“‘computational forensic software” means
software that relies on an automated or semiauto-
mated computational process, including one derived
from machine learning, statistics, or other data proc-
essing or artificial intelligence techniques, to process,
analyze, or interpret evidence.

(2) MATERIAL CHANGE.—The term ‘‘material
change” means an update to computational forensic
software that may affect the performance measures
defined in the Computational Forensic Algorithm
Testing Standards or the use or output of the soft-
ware.

(3) NONMATERIAL CHANGE.—The term ‘non-
material change” means an update to computational
forensic software that does not affect the perform-
ance measures, use, or output of the software.

O

*HR 2438 TH




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2021-06-07T09:10:16-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




